Kaspersky Endpoint Security Cloud - KesCloud

Start now!
http://cloud.kaspersky.com/

Contact Us for a 30 days Free License!

Protagon USA
3250 NE 1st Ave Miami FL 33137
Office: +1 (786) 800-3058
E-mail: contact@protagonusa.com



NO INFRASTRUCTURE OR OTHER HIDDEN COSTS
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No additional servers or software required

Kaspersky Lab has already taken care of all the infrastructure elements, required
to manage IT security, for you — by hosting IT security management console
in the cloud

No complex training
The solution is so simple, no special |T skills required

No extra time to manage

Even If you only have 15 minutes a week to spend on IT security, with Kaspersky
Endpoint Security Cloud it is more than enough to keep your corporate network
protected




L] ¥ " E
[ ri

CONSTANTLY GROLWING REVENUES

SMALL AND MEDIUM BUSINESS CHALLENGES

Security requirements are similar across companies
of all sizes

> Corporate data should be protected
> Business processes should constantly run
> Mobile forces should be supported

Management challenges for SMBs are unique
> Limited time on IT security

> No resources to manage complicated solutions
> No extra IT budgets




KASPERSKY ENDPOINT SECURITY CLOUD &\ ey
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Industry Leading Centralized Management Ready to Start
Protection for Various Endpoint Types Solution

No Infrastructure
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INDUSTRY LEADING PROTECTION

Ensure your data is safe

> Have corporate data, stored in and
accessed from any types of endpoints,
including mobile, protected against

cryptors and other known & unknown
IT threats.

Let business processes run

> Its smart to prevent IT security

incidents, than to fix them — no extra
expenses, no deadlines missed.

Protect your company’s reputation

> It took a while to establish your
company's reputation - dont let IT
security incidents ruin it.
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MOST TESTED
MOST AWARDED
KASPERSKY LAB PROTECTION

>

"kaspersky.com/top3

In 2015 Kaspersky Lab products
participated in 94 independent
tests and reviews.

Our products were awarded
60 firsts and achieved 77 top-
three finishes.



CENTRALIZED CLOUD-BASED MANAGEMENT FOR VARIOUS TYPES
OF ENDPOINTS

Single point of control Q
Centralized console to manage security for various types

of endpoints: workstations, file servers and mobile E
devices

Immediate protection

Default policies, recommended by Kaspersky Lab
experts, are effective immediately after the solution is
installed

Protect users instead of devices -

Security policy is automatically applied to all user’s
devices, regardless the device type or platform
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READY-TO-START SOLUTION

LOGIN

PASSWORD

Always available

The cloud-based
management console lives
online @cloud.kaspersky.com
and can be accessed anytime
from anywhere

Takes minutes to start the work

Requires few simple steps to register in
the cloud-based console and start the
work — within the minutes — instead of
hours or even days, required In case of
on premise management
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Free trial period — 30 days

You can try Kaspersky Endpoint
Security Cloud right now — the
solution is available for free during
the first month, no special actions
required
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No additional servers or software required

Kaspersky Lab has already taken care of all the infrastructure elements, required
to manage IT security, for you — by hosting IT security management console
in the cloud

No complex training
The solution is so simple, no special IT skills required

No extra time to manage

Even if you only have 15 minutes a week to spend on IT security, with Kaspersky
Endpoint Security Cloud it is more than enough to keep your corporate network
protected
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NHAT DOES THAT MEAN? (CUSTOMER SCENARIO)

> Small / Lower midmarket company

> Cloud services user (e.g. Office 365)
> Limited IT

> Several offices !

> NO need for expensive infrastructure investment
(VPN etc)



HOW DOES THE SOLUTION WORK?

Supported platforms

> Windows desktops & laptops

> Windows file servers

> Android & iOS smartphones & tablets

Centralized management console

> Create and configure security policies

> Monitor IT security status of the corporate network
and receive all relevant statistics on endpoint protection

> Track number of licenses used and left

Single console to manage multiple networks
(if required)

> Each network should be up to 1000 nodes

customer 1
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Customer network up to 1000 nodes Customer network up to 1000 nodes
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Administrator
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Web browser

Kaspersky Endpoint Security Cloud

console
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PRODUCT FUNCTIONALITY
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WINDOWS WORKSTATIONS
AND FILE SERVERS SMARTPHONES & TABLETS -

Anti-malware v Antivirus X
Firewall v Anti-Phishing / Safe Browser v
Web Protection v 4 BECHRERY
SECURITY Call & SMS Filtering v X
Mail Antivirus
v Passcode settings v v
System Watcher
. 4 Corporate email setup v X
MOTWOE AEaH DIOCIRN v Wi-Fi, Bluetooth control v X
Web Control v
CONTROLS MDM Camera control vy v
Device Control v Anti-theft (remote lock/wipe) v v
iOS native feature management N/A v
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SMALL AND MEDIUM BUSINESS PRODUCTS COMPARISON

KASPERSKY KASPERSKY ENDPOINT KASPERSKY
SMALL OFFICE SECURITY SECURITY FOR BUSINESS - ENDPOINT SECURITY

(maximum 50 nodes) SELECT CLOUD
(unlimited) (maximum 1000 nodes)

MANAGEMENT  Cloud-based monitoring Cloud-based management

On-premise management

TYPE @center kaspersky com = ksos kaspersky.com @cloud kaspersky.com
e e _ =  PCs: Windows, (Mac — in the short-
PLATEORMS PCs: Windows & Mac PCs: Windows, Mac & Linux term roadmap)

SUPPORTED File Servers: Windows File Servers: Windows, Linux & WSEE 5| Bl S arnras AR

* Mobiles: Android » Mobiles: Android, 10S & Windows « Mobiles: Android & iOS
ENDPOINT . : : . » Extended set of multilayer secunty » Extended set of multilayer security
PROTECTION Multilayer security technologies technologies technologies
ENDPOINT . App!u:atu}n Control . Device Coniel
CONTROL —- * Device Control . Web Control
TOOLS + Web Control
ENTERPRISE « Mobile Security . . :
MOBILITY +  Mobile Security (basic) + Mobile Device Management ; mug!:e ge":'?"”m :
MANAGEMENT . oDIle Levice Managemen

Mobile Application Management



SMB PRODUCTS COMPARISON (KSOS)

Kaspersky Small Office Security Management Console

je All devices {3)

v

My Desktop (Smolyanaya)

Device is protected

Manage

Installed applications

O Kaspersky Small Office
Security 4 Personal Computer

-+ Add an application

& Run Quick Scan

v

My Desktop (Nesterov)

Device is protected

Manage

Installed applications:

O Kaspersky Small Office
Security 4 Personal Computer

-+ Add an application

Devices

Heooling Setiings o ot

Licenses Support

(® Run Full Scan ©) Update Databases m —

g

My Desktop (Lopukhov)

Upoating databases..

Manage

Instaited applications:

O Kaspersky Small Office
Security 4 Personal Computer

== Add an application
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SMB PRODUCTS COMPARISON (KESB)

L Incompatible spplications report
|¢ Kaspersky Lab software version repert
L# Key usage report
{4 Most infected computers report
51 Protection deployment repont
[3 Protechon status report
|2 Report on blocked runs
|+ Report on Device Control events
|l Report on hardware registry
.+ Bepo on uiens of the computers
(4] Softeare updates report
{2 Users of infected computers report
[ Viruses report
(3 Vulnerabilities report
L4l Web Control report

" E_-g_ﬂkmuﬁunmm
4 Appication categones

T Licensed applications group managem

= Executable files

B Application vulnersbiltes

i Software updates
.mhmm

=

|| & winRaR4.20 32-it)

|| Agplecetions in database: 58

Getting started » Applcations and vulnerabilities » Apphcations registry |

Appicatons regairy contars detaled informasion sbout the spphostions rmtalied on managed

compuier.

{ Show applications registry properties window
i Viem report on apphcanons retaled n the network

i Add of remave columns

i Refesh

tumber of days:

3 Windews Driver Package - AnyDATANET (adusbser) Ports {7 /08/20...
L Windows Driver Package - AnyDATANET (adusbser) Modem (07/08/...
L Vihware Werkstston

= VMiware viphere Client 5.0

s UnPacker 1,5.0,1509

i Tetal Commander (Remove or Repaar)

5 TL-WNEZ2N/TL-WNEZLM Driver

Lt TeamViewer B

[ Package Installer 313315

= Ovca

o MSKML 4.0 503 Parger (KB9T73685)

=5 Mezilla Maintenance Service

i Mozils Farefoa 1801 (86 en-US)

o Microsoft Visual ¢ 2.0 Redistributable Package - SE (4}

Lo Macrosoft Vieual C« + 2008 Redistributable - $86 9.0 3072 6161

o Micresoft Visual C- - 2008 Redistributable - 86 9030754145

o Mhcresoft Visual Cs = 2008 Redestnbutable - #64 9.0 30729 6161

« m |

™ Group sppcations by name [~ Desplay instalied appiicators onfy  Search ine:

Viersstn
4.20.0

07/08/2009 20....
07/08/2009 2.0....

801
300016554

1.501909
1562

100
B.Oa6642
313313
3.1.3790.0000
4.30.2007.0
1501

1801

9030729 4161
0307/ 4148
8030729 £161
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SMB PRODUCTS COMPARISON (CLOUD)

° Kaspersky Endpoint Secunty Cloud
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_—————— =
Getting started Monitoring summary statistics Events Licenses
5 Usors
0 pevices Main steps and recommendations for Kaspersky Endpoint Security Cloud usage in your company
= : Listed below are the main actions that you need to perform in order to protect devices of your corporale users with Kaspersky Endpoint Security Cloud. You can perform
& Security profiles :
these actions as listed by the procedure, or change their sequence, if necessany.
4 Distribution packages
The company name that you specily will be shown in the top part of the Management Console, next to
'n' Settings \f Company name entered the logo, When contacting Kaspersky Lab technical support;, you have to identify your company and
confirm your emall addness,
If you intend to protect devices running 05, you have to create and download an Apple Push
@ Create and download an APMNs certilicate Hotification service (APHs) certificate. After that, you will be able to manage 105 devices and ensure
their protection.
V’ u ded To send users & message with a link to the security software suite, on the Lisers tab, in the More men,
el select S5end invitation.
If your company has Windows-based servers or workstations without defined users, install the security
@ Add servers and workstations software suite on them manually or remobely. After the software sulte is installed, such server or
License Agreement workstation will appear on the Devices list and be protected with the basic secunty profile.
Help
Hppart
© 2016 AQ Kaspersky Lab. All @ Specily owners for workstatlons and mobile If your company uses Windows-based servers or workstations, laptops or tablet PCs running Windows,
Rights Reserved. devices nunning Windows assign owners for those devices. In the Devices section, select a device and click Change owner.




SMB PRODUCTS COMPARISON (CLOUD)

& Information pane

Users (7)

-
Add user New group

[0 Devices

£ Security profiles

B Backup

++ Distribution packages

{ Settings

Status: [ Critical /A Waming « OK 7 Unknown
l i
status Name Devices
7] dgh My users .
3 users
P L Winners B
1 user
? ang -
and
p) cha o

L omiment

asdasd

Access rights
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Security profile

Default v
Default -
Default w

Default w
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Security profiles / Mortals

O Control (3 File Anti-Virus disabled

ﬂ. Advanced Scans all files that are opened, saved, or executed.

(3 Mail Anti-Virus disabled

Scans incoming and outgoing messages.

(J» Web Anti-Virus disabled

Scans inbound traffic on your computer.

@ HNetwork Attack Blocker enabled

Blocks network activity of an attacking computer.




Single security profile

Single installation
package - simple and
effective deployment

Microsoft Windows
desktops & laptops

tobion

Mac

One security profile contains
settings for all supported
operating systems, simplifying
policy creation process

Policy can be applied to users or

- ..m-i. ..

li . idi'l providing flexible

sCenarios

Installation package contains all
protection components, which
are managed trough security
profiles

e 2

Both user and device-

based policies are
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Planned for HL 2017
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Unmanaged clients

veparate policies for
deskiops / servers /
mabile devices

g

i :hﬂdmﬂr

Protection
features depends
on platform

+ +

Separate policies for
deskiops [ servers |

mobile devices

=
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Depends on
selected modules
to be installed

+ +

s 5
s
policies only

Depends on selected
modules durng
package creation

+ +

Separate polcies

for deskiops /

p 5
policies only
+

+ +
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Kaspersky Endpoint Security Cloud

Start now!
http://cloud.kaspersky.com/

Contact Us for a Free 30 days Trial License

Protagon USA

3250 NE 1st Ave Miam! FL 33137
@fiice: +1 (706) 000-3058

E-mall: contact@protasonusa.com
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